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MASSACHUSETTS DEPARTMENT OF Dl VI SI ON: ADM NI STRATI ON
CORRECTI ON

Title: Internal Control Nunber: 103 DOC 346
Pr ocedur es

Purpose: To establish a Departnent of Correction (“Departnent”)
internal control system and to conply with the State
Internal Control Quide as it specifically pertains to
t he Depart nent.

References: MGL. c. 124, 8 1 (c) & (Q)
Chapter 647 of the Acts of 1989

Applicability: Al Staff Public Access: Yes

Location: Departnent Central Policy File
Each Institution’s Policy File
Each I nmate Library

Responsible Staff for Implementation and Monitoring of Policy:

Deputy Conm ssioner of the Adm nistrative Services Division
Superint endent s

Director of Adm nistrative Services

Managenent Staff

Effective Date: 04/ 30/ 13

Cancellation: 103 DOC 346.00 cancels all previous Departnent
policy statenents, bulletins, directives, orders,
noti ces, rules and/or regul ations governing
controls which are inconsistent with this policy.

Severability Clause: |If any part of 103 DOC 346.00 for any
reason, is held to be in excess of the
authority of t he Comm ssi oner, such
decision shall not affect any other part
of this policy.
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346 .01 Definitions

Deputy Conm ssi oner of Adm nistrative Services Division: The
executive staff person who reports to the Comm ssioner, and
whose duties include, but are not Ilimted to the managenent of:
the admnistrative aspects of the Departnent including the
D vision of Human Resources, Enployee Relations, Admnistrative
and Fiscal Services, the Budget Ofice, Resource Managenent, the
Division of Staff Developnment, the O fice of Diversity and Equal
Qpportunity, Internal Affairs and Technol ogy Servi ces.

Audi t : An examnation of agency or facility operations,
progranms or accounts which is conducted by a person or persons
not directly involved in the area being assessed. An

i ndependent audit results in an opinion regarding the adequacy
of the area assessed.

Central Policy File: The Departnent’s central file, |ocated
in the Policy Developnent and Conpliance Unit, containing
current and past policies and notice of change nenoranduns for
each of the Departnment’s policies.

Depart nment : The Departnent of Correction (Departnent)

Managenent Enpl oyee: An enpl oyee so designated in accordance
with the provisions of MG L., chapter 150E who (a) participates
to a substantial degree in formulating or determ ning policy, or
(b) assists to a substantial degree in preparation for the
conduct of collective bargaining, or (c) has substantia
responsibility, not initially in effect, in the admnistration
of col l ective bar gai ni ng agreenents or in per sonne
adm nistration, and (d) is not included in a bargaining unit.

Massachusetts Managenent Accounting and Reporting System
(MVARS): The accounting system of the Commonweal th as nandated
by the Conptroller’s division within the Executive Ofice of
Adm ni stration and Fi nance.

Pol i cy: A definite course of action adopted or pursued by the
Departnent that guides and determnes present and future
deci si ons, stat enent (s) of gui di ng principl es di recting

activities toward the attainnment of objectives, and overall
goal s of the Departnent.

Procedur e: The detailed and sequential actions that nust be
executed to ensure Department policy is fully inplenmented, the
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met hod of perform ng an operation, specific task to be perforned
wi t hin Departnent policy.

Records Conservati on Board: The state agency having authority

over the retention and destruction of official docunents.

346.02 The Internal Control Special Law

A

Chapter 647 of the Acts of 1989, an act relative to
i nproving internal controls wthin state departnents,

became effective on April 3, 1990. The | egislation was
filed by the State Auditor for the purpose of inproving
t he internal controls wthin the Commonwealth. Pl ease

refer to Attachnent A for a copy of this |egislation.

Chapter 647 sets forth the mnimal |evel of quality for
i nt er nal controls W thin state departnents for
adm ni strative and financial operations. I nternal controls
for the Departnent are established in accordance with the
gui delines pronul gated by the Ofice of the Conptroller.

The Act also requires that all wunaccounted for variances,
| osses, shortages, or thefts of funds or property be
reported immediately to the Ofice of the State Auditor
(CSA). See Attachnent B.

The  Act sets forth standards that the Depart nent
incorporates into its internal control plan.

1. Internal control plan is docunented and readily
avai |l abl e for exam nati on.

2. Transactions and other significant events are to be
pronmptly recorded, <clearly docunented and properly
classified.

3. Only persons acting within the scope of their authority
are allowed to authorize and execute transactions and
ot her significant events.

4. Key duties and responsibilities i ncl udi ng (1)
aut hori zing, approving, and recording transactions,
(2) issuing and receiving assets, (3) neking paynents,
and (4) reviewng or auditing transactions, should be
assigned systematically to a nunber of individuals to
insure that effective checks and bal ances exi st.
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5. Qualified and continuous supervision is provided to
all staff to ensure that internal control objectives
are achieved

6. Access to resources and records are I|imted to
aut hori zed i ndi vidual s. Qualified individuals wll be
assigned to maintain accountability for the custody
and safeguarding of resources. Physical resources and
accounting records shall be periodically conpared to
reduce the risk of unauthorized wuse or |oss of
resources and protect against wasteful and w ongful
acts.

346.03 Department Vision

To effect positive behavioral change in order to
elimnate violence, victimzation and recidivism

346.04 Department Mission

To pronote public safety by nmanaging offenders while
provi di ng care and appropriate pr ogr anm ng in
preparation for successful reentry into the comunity.
Manage - Care - Program - Prepare

346.05 Internal Control Plan

l. Department Internal Environment

Managenent’s attitude, actions, and values set the tone of an
organi zation, influencing the control consciousness of its people.

Internal controls are likely to function well if nanagenent
believes that those controls are inportant and communi cates that
view to enployees at all levels. If nmanagenent views internal

controls as unrelated to achieving its objectives, or even worse,
as an obstacle, this attitude will also be comuni cated. Enpl oyees
are aware of the practices followed by upper managenent including
those that circunvent internal controls. Despite policies to the
contrary, enployees who note that their managers frequently
override controls, will also view internal controls as “red tape”
to be “cut through” to get the job done. Managenent can show a
positive attitude toward internal control by such actions as
complying with their own policies and procedures, discussing
internal controls at managenent and staff neetings, and rewarding
enpl oyees for following good internal control practices. Al though
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it
it

A

is inmportant to establish and inplenent policies and procedures,
is equally inportant to foll ow them

The Departnent of Correction’s attitude, actions, and core
values are intended to influence the control consciousness
of its people. Strong internal controls are pivotal to
achieving the Departnent’s objectives. Managers (refer to
Department table of organization, At t achnment C) are
responsi bl e for effectively managi ng t he resour ces
entrusted to them to carry out Departnent prograns. One
maj or piece of fulfilling this managenent responsibility is
ensuring that adequate internal controls are inplenented as
portrayed in this policy.

The Commonweal th of Massachusetts and the Departnent are
commtted to maintaining strong fiscal managenent

practices. Strong Departnent |level internal controls and
procedures in conpliance with state and federal |aws,
regul ations, policies, and guidelines shall support t hese
practices.

The system of internal controls coordinates Departnent
policies and procedures to safeguard assets; checks the
accuracy and reliability of accounting data; aids in the
prevention of fraud, wast e and abuse; pr onot es
oper at i onal ef ficiency; and encour ages adherence to
prescribed managerial policies.

The existence of internal controls shall facilitate the
preparation of audits, both internally and by the State
Auditor’s Ofice. Conpliance to the internal contro

mandates shall provide a basis for relying on system
results and whether the financial statenents of an audit
present fairly the financial position of an institution or
program in accordance with generally accepted accounting
princi pl es.

All staff, not just managers, should understand, pronote
and support the Departnent’s internal control system This
indicates that internal control procedures should be part
of the Departnent’s day-to-day operations, not a separate
series of activities.

So as to conply with Section 6032 of the Deficit Reduction
Act of 2005, MassCor I ndustries (MassCor) enployees,
contractors, and agents shall be educated about the Federa
and State False Clains Acts; the rights of enployees to be
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protected as whistleblowers; and MassCor’s procedures for
detecting and preventing fraud, waste, and abuse. This
shall be acconplished through the distribution of MassCor
I ndustries False Cains Act Procedural Statenent to all

enpl oyees, contractors and agent s of MassCor . An
acknowl edgenent of receipt shall be nmaintained on file at
MassCor .

G The Departnent is conmmtted to hiring, training, and
retaining qualified staff. The Departnent is commtted to
conpetence which includes the hiring of staff, ensuring
that current staff receive optimal training as well as
supervi sion, and enpl oyees are acknow edged for outstanding
servi ces.

I1. Department Risk Assessment and Enterprise Risk Management

A General Overview. the Departnent’s mssion connotes an
undertaking of trenmendous nmagnitude and achievenent s
predicated on control initiatives developed through risk
assessnment, both identified and ongoing. A risk assessnent
is a process to identify and analyze factors that may
affect the achievenent of a goal. In general, risk factors
may include the control envi ronnent size of t he
organi zation, conplexity, change, and results of previous
reviews/audits. It is inportant to renmenber that not all
risks are equal. Sone risks are nore likely to occur while
others will have a greater inpact. Once identified, the
assessnent regarding the probability and significance of
each risk is critical

1. Acconplished risk assessnent and response predicates
the managenent of control-related policies and
procedures. The Departnent maintains over one hundred
and fifty (150) Departnent and parallel institutiona
policies in order that identified risks do not prevent
the agency from reaching its objectives. Sai d
policies are <categorized as admnistrative (100
series), staffing & personnel (200 series), fiscal &
financi al (300 series), inmate  managenent (400
series), security & institutional operations (500
series), nedical (600 series), and support services
(700 series). These policies undergo annual reviews
in accordance with Departnment policy 103 DOC 104. 00,
Internal Regulations/Policies to mnimze risk and
enhance effectiveness. Pl ease refer to Attachnment D
for a conplete chronol ogical policy listing.
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In accordance with Departnent policy 103 DOC 100. 00
Departnent Phil osophy and Goals, the Departnent shal
establish long range goals and objectives by
Department, division, and institution, which identify
areas of potential risk and initiatives to address
sane.

Cogni zant of identified risks within the correctiona
environnment, the nmanagenent of our facilities 1is
gui ded by recogni zed best penal practices as evidence
by all facilities having achieved accreditation by the
American Correctional Associ ati on. Pr of essi onal
standards for safety and security are met in the daily
operation of all facilities.

In accordance with Departnment policy, 103 DOC 111.00

Managenent Anal ysis and Eval uation, managers shall be
responsi ble for developing and carrying out ongoing
internal audits to identify risks and or potential
risks. Audits shall be designed to provide the
Comm ssioner with imrediate and current information
about agency and institution progranms and operations

This shall include but is not limted to institutional
adm nistrative audits, institutional inspections, and
managenent / pr ogr am eval uati ons by out si de agenci es.

The Departnent is commtted to identify latent risk
and as such maintains several internal organizations
to police the institutions and divisions. These
include but are not limted to:

- Ofice of Investigative Services - staff and
i nmat e i nvesti gations;
- Health Services Division — nonitors and audits

medi cal services contract;

- Budget O fice — nonitor expenditure reviews;

- Ofice of Dversity and Equal Opportunity— review

hiring practices;

- Pol i cy Devel opnment & Conpl i ance - Audi t
institutions for ACA conpliance.

- Audit & Conpliance Unit — Fiscal and Operational
audi t s;

- Special Operations Division — Security audits.

B. Ri sk Anal ysis and Mtigation
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As a result of analyzing data furnished by the above
assessnent met hods, Depart nent of Correction  Senior
Managenment has identified the followng risks as “High
Level Departnent Wde R sks.” Acconpanying each H gh Leve
Ri sk, are the control activities that the Departnment has in
place to reduce the |level of associated risk to an
accept abl e | evel .
Risk Control Activities
Failure to maintain DOC 101, 102, 103, 105, 111, 112,
institutions which are safe 225, 400, 422, 501, 502, 504, 506,
for staff and i nmates. 507, 508, 509, 510, 511, 512, 513,
514, 515, 518, 519, 521, 522, 530,
550, 558, 559, and CMR 403, 420,
421, 423, 430, 431, 481, 482.
Failure to provide education|DOC 425, 441, 445, 446, 466, 493,
and other reentry initiatives|and
wi || decr ease the | CMR 430, 455, 464, 465
I'i kel ihood of recidivism
Lack of security to mamintain|DOC 101, 102, 103, 105, 111, 112
public safety. 404, 487, 501, 502, 504, 506, 513,
521, and
CVR 420, 481, 482.
Not offering adequate nedical | DOC 601, 607, 620, 630, 631, 640,
care to i nmates. 661, and CVR 761.
Spendi ng over appropriated DOC 210, 210A, 300, 340.
anounts.
Poor public/comunity DOC 133, 172, and CVR 131.
relations.
Failure to maintain adequate | DOC 156, 417, and CMR 155.
crim nal records.
Poor di sorder managenent. DOC 105, 501, 503, 559, 560, 550,
and
CVR 505.
Poor preventive maintenance | DOC 740
for aging institutions.
Fai |l ure to provi de a|DOC 203, 205, 211, 213, 216, 221,
pr of essi onal and rewarding |237, 238, 239, 250, 270.
wor k environnent for staff.
Failure to identify Ilatent |DOC 100, 102, 103, 104, 111, 112,
risk. 175, 346.
I11. Control Activities
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The organi zational structure, policies, and procedures (contro

environnment) of the Departnent shall set a proper foundation for
internal control, providing discipline and structure as well as
enconpassi ng both technical conpetence and ethical conmmtnent.
Each manager nust evaluate the internal controls in his/her own
unit or area of responsibility in order to decide if the system
(procedure, policy, control cycle), sufficiently safeguards the
Departnent’s resources, assures accuracy of information, and
pronotes effectiveness and efficiency.

Departnental Policy, 103 DOC 104, Internal Regulations and
Policies, sets forth procedures for this evaluation and review
process for established Departnent and Institution policies.

Pl ease refer to Attachnment D for a conplete chronol ogi cal policy
listing.

IV. Communication of Information

The Departnent recognizes that information nust be effectively
communi cated to all stakeholders in a tinely manner. The bel ow
listed control activities provide the framework that ensures
this essential conmunication process.

A Departmental policy, 103 DOC 111.00, WManagenent Analysis

and Eval uati on, est abl i shes pr ocedur e pertaining to
preparation and subm ssion of periodic and annual
reports.

B. Depart nent al policy, 103 DOC  102. 00, Organi zat i onal
Function/ Staff Meetings, establishes procedures pertaining
to staff neetings.

C. Departnental policy, 103 DOC 104.00, Internal Regul ations
and Policies dictates that expeditious dissem nation of
approved, new, or revised policies and procedures to
designated staff, volunteers, and when appropriate, to
inmates prior to their going into effect, shall be required
at all levels of the system

V. Monitoring

The Departnment nust continually nonitor the effectiveness of
controls, identified problens, and review weaknesses to
determ ne whether revisions are warranted. This nonitoring is
acconpl i shed by the foll ow ng neans:
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Managenent Oversi ght: Al managers are required to
continually nonitor their procedures and controls to ensure
that all objectives of the agency are being nmet and that
the risks to neeting those objectives are effectively
m nim zed. Managenment s required to ensure that an
adequate level of supervision exists in the day-to-day
operation of their areas of responsibility.

Eval uati on of Control s: As nentioned in the contro
activity section above, Departnent policy 103 DOC 104. 00,

I nternal Regul ations and Policies requires t hat al

departnent policies be evaluated annually. During this
process each policy is reviewed to determne if it 1is
current, operationally sound and consistent W th t he
phi | osophy and goal s of the departnent. See policy 103

DOC 104 for a detailed description of the revi ew
process.

Testing of Controls: The Departnent utilizes severa
internal organizations to conduct tests of controls to
determ ne whether they function as intended. These include
but are not limted to:

- Pol i cy Devel opnent & Conpliance — Audit institutions
for ACA conpliance

- Audit & Conpliance Unit — Fiscal and Operation Audits

- Special Operations Division — Security audits

Conti nuous Mnitoring: The Departnment utilizes several
internal organizations to perform continuous nonitoring
functions. These include but are not limted to:

- Health Services Division — nonitors and audits nedical
contract

- Budget O fice — nonitors expenditures

- Ofice of Dversity and Equal Opportunity— review
hiring practices

- Audit & Conpliance Unit — nmonitors inmate trust fund
di sbursenents via Sovereign Banks “IRI'S" system
executes continuous nonitor plan audits as dictated by
the audit program

- Director of Adm nistrative Resolution — Reviews inmate
grievance reports to identify trends or energing
pr obl ens
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E. Sub-recipient Mnitoring: A large percentage of the federal
funds received by the Commonweal th are actually expended by
sub-recipients rather than by Comonwealth departnents
t hensel ves. Depart nent managenent nust continue to nonitor
the entities to which they pass-through their federal
funds. Each year the Ofice of Managenment and Budget (QOVB)
publishes a guide to identify the conpliance requirenents
that the Federal Governnment expects auditors to review as
part of a single audit. The OVMB A-133 Conpliance
Suppl emrent adds new material to enphasize and provide
gui dance on what the federal governnent considers adequate
sub-reci pi ent nonitoring.

346.06 Internal Control Key Concepts

A Segregation of Duties

A primary principle for an internal control system or plan
is the segregation of duties which hel ps protect against

the msuse of funds. In the automated environnment, the
principle of segregation is critical because it ensures the
separati on of di fferent functi ons, such as dat a
preparation, input, and review. It also defines authority

and responsibility over transactions and use of
departnent/institution’s resources.

Segregation of duties is a particularly challenging control
to inplement for institutions wth small nunbers  of
enpl oyees. However, managers of these facilities shall
consider this principle when designing and defining job
duties and build control procedures to assure segregation

exi sts. A supervisor’s close and docunented review and
approval of transactions, reports, and reconciliations
becone especially critical in smaller sites with limted
personnel .

| nadequate segregation of duties exists whenever one
individual is performng two (2) or nore of the follow ng:
aut hori zati on, record keepi ng, and cust odi anshi p.
Institutions and Divisions under the jurisdiction of the
Department should ensure that, at a mnimm the follow ng
activities are properly segregated:

1. Personnel / Payrol | Activities
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The individual that is responsible for hiring, discharging,
and approving pronotions shall not be directly i nvol ved
Wi th preparing payroll or inputting data.

Payrol|l deductions and tine sheets/cards shall be reviewed
and approved by a supervising nmanager before data entry.

| ndi viduals approving time sheets/cards shall not be
i nvolved in preparing payroll.

An individual who is not involved in the payroll process
shall periodically verify all personnel salaries and wage
rates.

I ndi viduals involved in payroll data entry shall not have
payrol | approval authority.

2. Pur chasi ng/ Paynment Activities

Approval of transactions shall not be delegated to the
i medi ate supervisor of data entry or to data entry
personnel . Approvals nust be witten (signhature on MVARS

forms, etc.) and acconplished by the appointing authority
or authorized designee (fiscal officer, etc.)

3. Recei pt of Goods/ Servi ces

Those individual s responsible for acknow edgi ng the receipt
of goods or services shall not be responsible for
pur chasi ng and paynent activities.

4. | nvent ori es

I ndi viduals responsible for nonitoring inventories shal
not have the authority to authorize wthdrawals of
itens maintained in inventory.

Actual physical inventory counts nust be taken by soneone
other than the individual(s) maintaining the inventory
(storekeeper) or the inventory records.

5. Accounts Recei vabl e

I ndi vidual s responsible for issuing billings shall not be
responsible for estimating, budgeti ng, collecting and
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processing receipts or involved wth the accounts
recei vabl e records.

The persons responsi ble for maintaining accounts receivable
records shall not be involved wth receipts or the
processi ng of receivables.

An i ndependent i ndi vi dual shal | investigate billing
di sputes pronptly.

I ndi vidual s receiving revenue shall not be involved in the
reconciliation of the accounts.

6. Recei pts

Persons receiving cash shall have no access to accounting
records.

A person having no access to cash receipt records (i.e.,
mai | room of ficer) shall open incomng mail.

Sonmeone other than the person entering incone into the INMS
Trust Fund Accounting nodul e shall prepare the related bank
deposit. The anount of funds posted to the system shall be
reconciled to the bank deposit prior to the bank deposit
bei ng nade.

Specific persons shall be responsible for receipts; from
the time cash is received until it is deposited.

Only the Treasurer or Assistant Treasurer shall have access
to the petty cash fund.

7. Check Witing Activities

The person preparing checks shall not be the person signing
t he check.

The person signing the checks shall not be the person
reconciling the account.

8. Aneri can Recovery and Rei nvest nent Act

The Anerican Recovery and Reinvestnment Act of 2009 (“ARRA’

or “Stimulus funds”), includes unprecedented |evels of
reporting requirenents, beyond the traditional federa
audit requirenments. Al information and direction received
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from oversight agencies pertaining to the nmanagenent and

reporting of ARRA  funds shall be posted on the
Administrative Services Intranet web page under the
reference tab. This information nust be read and
periodically reviewed by all staff who wll be handling
ARRA obligations or expenditures at any point in the
process (program pl anni ng, procur enent, contracts,

paynents, etc.)

B. Supervision of Internal Controls

The adherence to established policies and procedures
(Departnent policies, Conptroller’s Policy Menos, MARS
gui del i nes, Oper at i onal Servi ce Di vi si on pur chasi ng
guidelines, etc.) are nmandatory to ensure proper interna

control s. Qualified and continuous review and approval of

assigned work shall be provided to assure that such
policies are followed. To this effect and effort every
institution shall establish clear lines of authority and

responsi bility.

Adequate and tinely supervision is especially inportant in
the snmaller institutions where |imted nunber of personne
may i nhibit a thorough segregation of duties.

Accounting and payroll reports are vital tools available to
assist managers wth their supervisory responsibilities.
The automation of the state accounting systemyields a w de
range  of dat a, whi ch IS capt ur ed, conpi | ed, and
di ssem nated, to users.

These reports provide managers with tinmely information on
the wverification of transaction, status of financial
condi ti ons, anal yti cal and predictive data, reference
i nformation, and transaction output reports.

C. Docunent ati on of Activities

Each step of the transaction process shall be docunented to
allow for a proper audit trail. This provides managers
with the ability to trace transactions from request, to
aut hori zations for ordering, purchasing, receipt and payi ng
for services or goods.

The Departnent’s designated Records Liaison Oficer to the
Records Conservation Board as appointed by the Comm ssioner
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shall work in consultation with the Records Conservation
Board to pronote efficient records nanagenent practices.
The Liaison Oficer is authorized to sign applications for
di sposal schedul es and destruction perm ssions.

Aut hori zation of Transacti ons

Institutions and Divisions shall docunent the staff person
with authority to approve certain types of transactions.
Docunents  shall be mintained which indicate that
authorizations are issued by a person acting within the
scope of their authority and that transactions conform to
the terns of authorization.

In accordance wth MGL., c¢c. 29, §8 20, no account or
demand requiring the certificate of the conptroller or
warrant of the Governor shall be paid from an appropriation
unless it has been authorized and approved by the head of
the departnent, office, Comm ssioner or institution for
which it was contracted.

The signature of such authorized personnel shall be a
matter of record in the Ofice of the Conptroller, so that
when docunents are received, they my be certified by
conparison wth the signature of files and stanped
“certification OK”~ This certification process shall be
acconplished at regularly scheduled intervals as prescribed
by the Conptroller and coordinated by the Departnent’s
Director of Adm nistrative Services.

Security of Automated Transaction Processing System

Security of Departnent automated systens is inperative to
protect hardware and ensure only authorized access to on-
line transaction processing. The two (2) key security
i ssues are the physical safety  of equi pnent and
unaut hori zed transacti on processing.

1. Hardware Security — Access to conputer hardware,
termnals, renote printers, screens, etc. shall be
restricted to protect against physical abuse and
unaut hori zed access to the on-line systens. Equi pnent
shall be maintained in a limted access area (i.e.,
| ocked roons or segregated area) or by using |ocked
covers, securing keyboard, etc. when hardware is idle.
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2. Access to Data — ldentification codes and passwords
shall be used to access the on-line systenms, (i.e.,
MVARS, Human Resources Conpensation Managenent System
(HRCVB), Departnent system etc.) The Departnent’s
Director of Admnistrative Services or designee shal
act as the coordinator and security officer for said
user privileges.

a. ldentification codes and passwords shall be
confidential codes and passwords shall not be
shared for conveni ence between personnel.

b. Passwords shall be changed periodically to ensure
confidentiality.

C. | dentification codes and passwords shall not be
attached to termnals, desk tops, or |I|ocated
where accessi bl e to unauthorized personnel.

d. Upon notice  of an enployee’'s termnation,
transfer, or change in responsibility, t he
respective security officer shall be notified

imediately so that his/her privileges nmay be
changed and/ or del et ed.

e. Any change in system privileges shall be
requested via the mail facility or by submtting
a properly conpleted system request form to the
respective security officer.

f. The confidentiality of systemgenerated reports
shall be safeguarded and access limted to only
aut hori zed personnel .

F. Transacti on Processing
Transaction processing refers to the actual initiation,
entry, correction, deletion, and scheduling of transactions
in the Departnent’s internal systen(s), (e.g., Iinmte

accounts.) or wthin the state accounting system (e.g.,
MMVARS, HRCIVS)

Al pertinent Conptroller control activities such as the
MVARS User’'s @uide, Procedures Mnual, and Policy nenos,
shall be made readily available to all authorized enpl oyees
involved in transaction processing. To further aid in
understanding all required controls related to transaction
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processing, provided below is <cross reference between
transaction intense function areas of the Departnent and
the related Departnent control activity that shall be
referred to for guidance.

Function Area Policy/CMR
| nmat e Accounts 103 CMR 405
Pur chasi ng 103 DCC 340
Paynent s 103 DOC 345
| nvent ory Contr ol 103 DOC 339
Fi xed Assets 103 DOC 343
Payrol | / Per sonnel 103 DOC 210
Cant een/ Vendi ng 103 DOC 476

Docunent Cat al og

All Fiscal Ofices shall nonitor the volume and nature of
docunents in the MVARS docunent catalog to expedite
docunent processing by focusing attention on those

transactions which are being delayed. To ensure the
accuracy and tinmeliness of those transactions Dbeing
processed, docunent catal og managenent shal | i ncl ude

correcting, approving, disapproving, or otherw se altering
docunents in the docunent catal og.

Revenue Controls

The following shall be mandated to ensure that Departnent
funds are collected, deposited, and reported efficiently so
that these assets are safeguarded and accurately reflected
on financial records.

1. Billing — Ensure that all revenues due to Departnent
prograns/facilities are billed, account ed for
properly, and received in a tinely manner.

a. Billing records shall be independently nmaintained
and not accessible to parties outside the billing
functions, especially those who m ght have access
to cash or those parties being bill ed.

b. Followng the rendering of a service, product,
etc., invoices shall be distributed as soon as
possi bl e (at | east nonthly).
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C. Billing shall be reconciled periodically against
anounts received and accounts receivable (for the
sanme period). Col l ected receipts shall also be
reconcil ed agai nst deposits for the period.

2. Account s Recei vabl e

a. Recordi ng of accounts receivable by an applicable
revenue source is encouraged by the Conptroller’s
Di vi si on.

b. Facilities/prograns shall nmaintain a detailed
subsidiary |edger of its accounts receivable,
whi ch  shall be reconciled to the Accounts
Recei vabl e Journal on a nonthly basis.

C. For additional information regarding accounts

receivable please refer to the policies section
of the Conptroller’s web site.

3. Cash/ Revenue Receipts

a.

January 2015

All revenue shall be issued a pre-nunbered cash
receipt or nmechanical devices such as a cash
regi ster should be utilized.

Checks received shall be properly endorsed
“deposit only” or by an appropriate signature
where required. Al'l checks issued by the US
Depart ment of the Treasury require a full
endorsenment as well as any other draft, which
specifically docunents a signature requirenent
(certain bank drafts, especially those issued
from anot her state). For those checks requiring
si gnature endorsenent, the aforenentioned deposit
stanp will be secondary.

Al cash shall be secured in an appropriate
manner (e.g., lock box, vault)

Cash and check receipts shall be deposited on a
daily basi s.

Recei pts at year-end shall be coded appropriately
to record and deposit receipts in the proper
fiscal year. (Refer to Conptroller’s closing
i nstructions.)



f. The Departnent shall reconcile revenue receipts
to MVARS Report NGA208W Case received and
allocated at the close of each accounting period.

4. Revenue Ref unds

a. Docunent ati on shall acconmpany any revenue refund
request and shall specify the type of refund to
be made before authorization is ascertai ned.

b. Al refunds shall be logged and supporting
docunent ati on ret ai ned.

C. All refunds shall be approved by an appropriate
manager/ supervi sor before processing.

346.07 Bond Coverage

Departnent Superintendents shall be bonded in accordance wth
MGL. c¢. 125, 8 2. (Only Supers are required to post bond
pursuant to this statute)

346.08 Unaccounted for Variances, Losses, Shortages, or
Thefts of Funds or Property

The Report of Unaccounted for Variances, Losses, Shortages, or
Thefts of Funds or Property (Attachnent B) shall be conpleted
for all such instances regardl ess of nonetary anount or property
val ue. This pertains to all types of funds including state
appropriation, canteen, avocation, inmate, grants, and other
di scretionary funding.

Upon conpletion, said report shall be sent to the Departnent’s
Support Services Division who shall review for assurance the
form is properly docunented and that an unaccounted variance
actually exists. Additionally, Support Services shall assess the
strength of departnmental controls associated with the submtted
variance report. Support Services shall then coordinate an
aggregate subm ssion to the State Auditor for the Departnment

346.09 Retention of Accounting Records/Source Documents

All  fiscal docunents/correspondence shall be systematically
filed to facilitate later retrieval for audit purposes.

346.10 Access to Accounting Records
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The Director of Admnistrative Services or his/her designee
shall have access to all institutions and their records for
audit purposes to determ ne conpliance with this policy.

346.11 Responsible Staff

The Director of Adm nistrative Services, under the supervision
of the Deputy Comm ssioner of the Admnistrative Services
Division shall nonitor and inplement this policy throughout the
Depart nent .

Each Superintendent shall inplenment this policy within his/her

institution, and develop institutional policies and procedures
necessary for said inplenmentation.
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Attachment A (1)

Chapter 647 of the Acts of 1989

Legi sl ati on aut hored by

A. Joseph DeNucc

Audi tor of the Conmonweal th

Chapter 647 THE COWONWEALTH OF MASSACHUSETTS In the Year
One Thousand N ne Hundred and Ei ghty-nine

Be it enacted by the Senate and House of Representatives in Ceneral

Court Assenbled, and by the authority of the same, as foll ows:

Notwi t hstanding any general or special law to the contrary,

following internal control standards shall define the mninmmleve

t he

of

quality acceptable for internal control systens in operation throughout

the various state agencies and departments and shall constitute

t he

criteria against which such internal control systens will be eval uated.
Internal control systens for the various state agencies and departnents
of the comonwealth shall be developed in accordance w th internal

control guidelines established by the office of the conptroller

(A) Internal control systens of the agency are to be clearly docunented

and readily available for exam nation. oj ectives for each of
these standards are to be identified or devel oped for each agency
activity and are to be |ogical; applicable and conplete.

Docurmentation of the agency’'s internal control systenms should
include (1) internal control procedures, (2) internal contro
accountability systems, and (3) identification of the operating
cycl es. Docurmentation of the agency’'s internal control systens

shoul d appear in managenent directives, admnistrative policy,

accounting policies, procedures and manual s.

and

(B) All transactions and other significant events are to be pronptly

recor ded, clearly docunent ed and properly cl assified.
Docunentation of a transaction or event should include the entire
process or life cycle of the transaction or event, including (1)

the initiation or authorization of the transaction or event,

(2)

all aspects of the transaction while in process and (3) the final

classification in sunmary records.

(© Transactions and other significant events are to be authorized and

executed only by persons acting wthin the scope of

aut hority. Aut hori zations should be <clearly comunicated

their
to

managers and enpl oyees and should include the specific conditions

and terns under which authorizations are to be nade.

(D) Key duties and responsibilities including (1) aut hori zi ng,
approving, and recording transactions, (2) issuing and receiving
assets, (3) nmaking paynents, and (4) reviewing or auditing

transactions, should be assigned systematically to a nunber

individuals to insure that effective checks and bal ances exi st.

of

(E) Qualified and continuous supervision is to be provided to ensure

that internal control objectives are achieved. The duties of

supervisor in carrying out this responsibility shall include
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Attachment A (2)

(F)

(1) clearly conmunicating the duties, responsibilities and
accountabilities assigned to each staff nmenber, (2) systematically
reviewing each nenber’s work to the extent necessary, and (3)
approving work at critical points to ensure that work flows as
i nt ended.

Access to resources and records is to be limted to authorized
individuals as determned by the agency head. Restrictions on
access to resources wll depend upon the vulnerability of the
resource and the perceived risk of loss, both of which shall be
peri odi cally assessed. The agency head shall be responsible for
mai nt ai ni ng accountability for the custody and use of resources and
shall assign qualified individuals for that purpose. Peri odi c

conpari son shall be nmade between the resources and the recorded
accountability of the resources to reduce the risk of unauthorized
use of loss and protect against waste and wongful acts. The
vul nerability and value of the agency resources shall determ ne the
frequency of this comparison.

Wthin each agency there shall be an official, equivalent in title
or rank to an assistant or deputy to the departnment head, whose
responsibility, in addition to his regularly assigned duties, shal
be to ensure that the agency has witten docunentation of its
internal accounting and administrative control system on file.
Said official shall, annually, or nore often as conditions warrant,
eval uate the effectiveness of the agency’ s internal control system
and establish and inplements changes necessary to ensure the
continued integrity of the system Said official shall in the
performance of his duties ensure that: (1) the docunentation of all
internal control systenms is readily available for exam nation by
the conptroller, the secretary of admnistration and finance and
the state auditor, (2) the results of audits and recomendations to
i nprove departnental internal controls are pronptly evaluated by
the agency managenent, (3) tinmely and appropriate corrective
actions are effected by the agency managenent in response to an
audit, and (4) all actions determ ned by the agency managenent as
necessary to correct or otherw se resolve matters will be addressed
by the agency in their budgetary request to the general court.

Al'l unaccounted for variances, |osses, shortages or thefts of funds
or property shall be inmediately reported to the state auditor’s

office, who shall review the matter to determne the anpunt
i nvol ved which shall be reported to appropriate managenent and |aw
enforcenent officials. Said auditor shall also determne the
i nt er nal control weakness that contributed to or caused the
condi tion. Said auditor shall then make recommendations to the
agency official overseeing the internal control system and other
appropriate managenent officials. The recomendations of said

auditor shall address the correction of the conditions found and
the necessary internal control policies and procedures that nust be
nmodi fi ed. The agency oversight official and the appropriate
managenment officials shall immediately inplement policies and
procedures necessary to prevent a recurrence of the problens
identified.
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Attachnment B (1)

Report on Unaccounted for Variances, Losses
Shortages, or Thefts of Funds or Property

TG Ofice of the State Auditor

FROM

DATE:

Agency:

Addr ess:

Agency Cont act Person:
(Namre, Title, and
Tel ephone Nunber):

Dat e Det ect ed:

Expl anati on of Conditi on:

Cause of Condition:

Ampbunt of Funds | nvol ved:

Appropriation Accounts, Trust Funds, Checking Accounts, etc. Involved
(List all the particulars, i.e., account nunbers, banks, anounts,
etc.):
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Attachnment B (2)
-2-

Agency Division or Section Involved:

I ndi vi dual (s) Aware of Incident:

No. of Individuals Having Access to Accounts/Funds Affected:

QG her Pertinent |nfornmation:

Report Conpl et ed By:

(Namre, Title and
Tel ephone Nunber):

Send the Report to:

Ofice of the State Auditor
One Ashburton Pl ace

Room 1819

Boston, MA 02108

Attn:

Howar d A sher

Director of State Audits
617-727-6200 Ext. 156

January 2015
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Attachnment C (not on Intranet)

January 2015
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Attachnment D (not on Intranet)
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